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Some of Dr. Richard Lamb’s Technical Contributions at ICANN 

1. With help from NSRC developed my own teaching kit and material over the years (since 2011).  
Transitioned from FBSD jails to 90 LXC VMs under Ubuntu.  Complete standalone signed root dnssec 
system and routing infrastructure that fits in a backpack.  Under continual improvement to track 
events. E.g. http://dnssec-deployment.icann.org/training/SGN/ 
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2. Designed/Built/Deployed and maintain multiple root DNSSEC KSK rollover sites in 2015 specially 
designed to accelerate testing of root KSK rollover using RFC5011. Complete copy of root including 
PKI signed XML anchors. E.g., https://www.toot-servers.net/root7/  
https://icksk.dnssek.info/fauxroot.html  

 
3. Running public test validating resolver Windows Server, Ubuntu, and BIND systems for above.

 
4. Design/Built/Deployed free ccTLD DNSSEC HSM based signing system complete with all documents, 

key ceremonies, rollover tools, and registrar key transition checklists.  Operating since 2011 at PCH.  
Serves many ccTLDs. E.g., https://www.pch.net/resources/Papers/tld-dnssec-platform/tld-dnssec-
platform.pdf  
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5. Advise and work with cryptech (open hardware security module) effort from prior to ICANN funding. 
Am responsible for design/build/test tamper detection system.  

 
6. With help from NIC.BR built in 2FA system for class Registrar / Registry system to demonstrate 

importance and simplicity of 2FA security.  Shared code with various participants. (ref recent Brazil 
bank issue) 

 
7. Since 2008 added smartcard support into industry standard nameserver BIND.  Initially with patches 

to BIND (that were submitted).  Then as with special PKCS11 shim driver that would work with any 
HSM/smartcard. Led to successfully convincing ISC to support after demonstrating at last IETF 
Hackathon. E.g., https://www.ietf.org/registration/MeetingWiki/wiki/doku.php?id=96hackathon 
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8. Published results of using smartcards as an alternative to HSMs for DNSSEC research.  Resulting in 
release of bootable DVDs and complete key ceremony scripts and other documentation.  Popular 
with ccTLDs and used by NIC.CR and others. E.g., http://ri.co.cr/ 

 
9. Designed/Built/Deployed and maintain DNSSECSTAT since 2010.  Referenced and relied on by IGF, 

ISOC and community since 2010. E.g., https://rick.eng.br/dnssecstat/  (also organized and ran an IGF 
panel) 
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10. Designed/Built/Deployed and maintain TLD Early Warning System in 2010.  Auto email warnings.  
Used often to notify ccTLDs of (impending) failure. E.g., http://www.dnssek.info/ 

 

 

11. Designed/Built/Deployed and maintain SMIME-DNSSEC email auto-responder to encourage 
deployment of the next killer app:email e.g., smimea@zx.com

 

 

12. Built system to support CDS experimentation in support of interesting opportunity to simplify and 
further secure the DNS with DNSSEC.  
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13. Web site to generate DNSSEC DANE TLSA records to support TLSA deployment. E.g., 
https://www.co.tt/tlsa4www.cgi  

 
14. Web site to generate DNSSEC DS records to support DNSSEC deployment.  

https://www.co.tt/ds4dn.cgi  

 
15. Web site showing daily updated stats on TLD DNSSEC validity period, key sizes, algorithm to help in 

deployment decisions. E.g., https://www.co.tt/dnssec_scan_val.html  
16. Built and maintain list of Registrars supporting DNSSEC (2010). E.g., 

https://www.icann.org/resources/pages/deployment-2012-02-25-en 
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17. Guided by Dave P, built system to track badness in new nTLDs registrations based on blocklists and 
whois data. E.g. (one of many) https://www.co.tt/badregs/ 

 
18. Designed/Built/Deployed and maintain all KSK root software (still!) and test routines.  Also created 

and instituted the TCR approach to ensure trust in a multi-stakeholder environment.  Architected 
whole root KSK system down to safe selection and key ceremonies.  Pushing PTI to reduce risk by 
funding other avenues. 

 
19. Designed/Built/Deployed and maintained live Root DNSSEC testbed that was anycasted and used by 

large ISP for testing. (2008) 
20. Numerous direct engineering assistance to ccTLDs including NP TZ CR … 

 


